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Red Flags

How do you define the term “red flag” as it relates to money laundering or other financial crime?

Red flags are alerts that are concise and to the point, and help focus on potential risk. 

The presence of red flags may not always mean that a reportable event is present. It is an indication 
that further investigation and review is required. 

Potentially suspicious activities, or “red flags” for both money laundering and terrorist financing. 
Although these lists are not all-inclusive, they may help banks and examiners recognize possible 
money laundering and terrorist financing schemes. 
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Categories of “Red Flags”

There are so many types of red flags, it’s helpful to group them into 
categories.

Correspondent Banking * Account Opening and 

CDD * Insufficient or Suspicious Information * 

Offshore Centres * High-Risk Jurisdictions * 

Record-Keeping and Account Violations

General Business

Trade Finance * Anti-Boycott * 

Free Trade Zones * Lending 

Activity * Credit Reports and 

Board Reports

Trade Finance / Loans

Potentially Suspicious 

Activity that May Indicate 

Terrorist Activity

Terrorist Financing

Global Markets * 

Identifying Beneficial 

Ownership * Insurance

Financial Markets

Bribery, Corruption and 

Foreign Corrupt 

Practices Act

Bribery and Corruption

Human Trafficking * Sex 

Trafficking

Human Trafficking

Red Flags Tied to Virtual 

Currencies

Virtual Currencies

Cheques * Cash Letters * Bulk Currency Shipments * 

Fund Transfers * Cover Payments * Casino, Gambling 

and Gaming * Transaction Monitoring * Offshore 

Banking * Shell Company Activity

Payment Products



3

Categories of Red Flags

New Account 

Deposits & immediate requests 
for wire transfers or cash

Deposit accounts

Rapid off shore transfer after 

funds deposited

Non-local address

Minimal, vague or fictitious 

information provided

Frequent deposits or withdrawals 

with no business source

Cash inconsistent with the 
customer’s line of business

Funnel accounts

Structured Deposits or 

withdrawals

Sudden, unexplained increase in 

account activity or balance

Cash from a high risk business
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Red Flag Indicators for New Account Fraud
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Red Flag Indicators for New Account Fraud
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Predicate Offenses that generate Cash

Predicate offences most commonly linked to the 
use of cash for money laundering purposes, 
shows almost all crime types use cash as a 
facilitator for money laundering in spite of the 
fact that they are not all readily cash generating 
criminal businesses.

Businesses Linked to Cash

1. Front Companies/ Businesses
2. Trade Based Money Laundering
3. MSBs & Informal Value Transfer Services 
4. Professionals & Gate Keepers
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Businesses linked to Cash

Cash Front Business 

A business which generates its profits largely in cash 
(for example, restaurants, nail bars, garages, car 
washes, kiosks, tanning salons and a plethora of 
other service oriented businesses) provides an ideal 
cover for the source of otherwise inexplicable 
quantities of cash. Within this simple scheme, 
however, criminals employ varying degrees of 
complexity.

Trade Based Money laundering

Front businesses represent one favored method 
criminals use to launder illicit profits, the use of 
companies and businesses is closely linked to a 
related technique known as trade based money 
laundering (TBML). This technique aims to legitimize 
proceeds through the use of global trade 
transactions, often using false documentation 
regarding the trade of goods and services. 

MSBS & Informal Value Transfer Services

Another commonly employed technique is to send 
cash funds using non-bank money transfer services. 
These businesses specialize in receiving cash sums 
in one country and paying out the equivalent 
amount at any given location almost 
instantaneously, settling balances between the 
money remitters at a later time:  a) Smurfing; b) 
Complicit / Criminally controlled MSBs ; c) informal 
value transfer services (IVTS) and often referred to 
as ‘hawala’.

Professionals & Gate Keepers

Professional enablers) such as accountants, lawyers, 
notaries and similar professionals as facilitators in 
the money laundering process continues to 
underpin the methods used by criminal groups. The 
services provided by these professionals give the 
apparatus of money laundering considerable 
sophistication and a veneer of respectability.
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Documentary trade statistics

▪ As an example your Bank processes around 4 million individual import and export 
transactions for over value USD1 trillion on an annual basis, within a reasonable 
variance of 10% Year on Year. 

▪ That accounts for slightly less than 4% of global trade in goods. 

▪ The sheer number of transactions, paired with the Bank’s network locations makes 
it likely that, at one point in time, we either have been or will be part of an 
international money laundering chain.

▪ This is why it is important that, as an organisation, we are vigilant in our dealings 
with clients and, as employees, we are aware of the risks involved in the processing 
of transactions.

▪ Part of our efforts to combat financial crime are reflected in the Operating Model 
for Trade, which introduces active monitoring for certain Red Flags that may 
indicate either money laundering or terrorist financing. This may impact your 
clients and their transaction turnaround times, as well as yourself.
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Who does the regulator expect to 

be the 1st line of defence in 

combating Financial Crime?

A. Front Office 

staff

B. Front Office 

staff

C. Front Office 

staff
D. Front Office 

staff
C. Front Office staff

B. Front Office staff

D. Front Office staff

A. Front Office staff

Quiz 
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Accountability 

Customer 
knowledge

Transaction 
Analysis

Red Flags 
Recognition

The front office staff is supposed to be 

aware of every single step in the 

previous slide , they are the best person

and in the best position to know about 

the client and transaction in its entirety. 
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FCA TBML Red Flags

Customer 
red flags 

Documents 
red flags 

Transaction 
red flags 

Payment 
red flags 

Shipment 
red flags

Red flags that could be identified during their thematic review
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Defence and Dual Use Goods Scenario

Your Bank has been asked to confirm (guarantee) a Letter of Credit (LC) on behalf of 

Abuja North Bank, one of our existing Financial Institution clients.  The LC is for the 

refurbishment and upgrade of helicopters that are used as a transport for the Nigerian 

military and government. The LC is between the Government of Nigeria and UK 

Helia (UK helicopter manufacturer).  

Do the new Defence and Dual-Use Goods Procedures apply here when

(a) we are only involved in the LC with Abuja North Bank, and

(b) the contract is not for the supply of helicopters but for their refurbishment and 

upgrade? 
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In the News…
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The devil is in the detail…

An existing stonemason customer was importing granite from Pakistan.

The customer constantly asked to see the paperwork to ensure that the goods were as specified and check dates and 
movements.

LCs for the import of containers of rough cut stone of certain dimensions for finishing in the UK

This constant contact caused the bank to look at the paperwork, at first it was normal, however looking closely there were 
anomalies.

Prices quoted were correct 

compared to other stone imports 

but the stone types were not 

sourced from Pakistan

The list of stone 

pieces was very 

detailed with different 

stones specified on a 

very long packing list 

for the container but 

no total weight.  On 

adding the total weight 

it was greater than the 

capacity of the 

container (20 foot 

equivalent unit) 

Outcome: the activity was to cover the 

movement of funds to Pakistan for the 

importation of class A drugs.  The stone 

description were the code for types of drugs 

and values.

The constant contact was to 

allow the stonemason to 

regularly report back to his 

controller to provide comfort 

that all was progressing 

Would you 

have picked 

this up?



15

...and it really happened!

When Your Bank HK  made an inquiry, Wang stated that it was not 

aware that the oil was sent from Iran and the vessel was chosen by 

Dragon.

Although the transport documents 

submitted by Wang indicated that 

the oil was shipped from the UAE, 

the International Maritime Bureau 

(“IMB”) search revealed that the 

specific port in the UAE that the oil 

was supposedly shipped from had 

no record of the vessel, Lotus, 

being present. Additionally, the IMB 

search revealed that the vessel was 

in Iran before arriving at the port of 

delivery of the oil. 

The document related to a USD 90m 

shipment of oil to Wang by supplier  

Dragon Shipping S.A. (“Dragon”), which 

Wang had sold in turn to a Chinese 

counterparty. Your Bank reviewed the 

documents and found that the oil was 

shipped on a vessel (called the “Lotus”) 

sanctioned by the United States.  

Wang Limited (“ Wang”) is an oil 

importer  who is a client of Your Bank in 

Hong Kong.  Wang submitted 

documents to Your Bank HK for 

presentation under an export Letter of 

Credit.  
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IMPACT? 

…yes it does. 

Your Bank declined and asked the client 

to withdraw the transaction. Your Bank

HK also decided to exit the relationship 

with Wang and  added Dragon Shipping 

S.A. to the Sanctions filter. Your Bank

HK filed a suspicious activity report to 

report this matter to the local 

authorities. 

Circumvention issues: An inference can be drawn that the documents presented to 

Your Bank HK were altered or falsified to conceal the linkage to a sanctioned country, 

which is circumvention.

Legal issues: Breach of US Law as the L/C was in USD.  Trade in Iranian oil exposes 

those involved to U.S. action under CISADA and associated U.S. secondary sanctions 

measures.



17

Case Studies: What are the Red Flags?

*Please note that all company names are fictitious*
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Case Study 1: Friedenssen Imports & Exports

Case Study Basic Facts

▪ Bank’s client is PJM 

▪ PJM is a commodity trader

▪ Request for wire transfer to pay for shipment of copper to 

Friedenssen 

▪ Friedenssen is a scrap metal/metal recycling business

▪ Current market price for scrap copper is USD 5,740 per 

tonne

▪ Copies of original invoice and bill of lading obtained by the 

Bank

Case Study Focus

‘Red flags’ regarding goods
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Case Study 1: Friedenssen Imports & Exports

Case Study Questions:

▪ What discrepancies can you detect in the paperwork relating to this transaction?

▪ What legitimate explanation can you give, if any, for these discrepancies?

▪ What possible wrongdoing might you have detected here?
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Case Study 1: Friedenssen Imports & Exports

‘Red Flags’ Regarding Goods

▪ Significant discrepancies between the description, quantity and quality of the goods in 
documents such as bills of lading and invoices

▪ Significant discrepancies between the value of the commodity reported on the documents and 
the commodity’s fair market value

▪ Consignment size or type of commodity being shipped appears inconsistent with the scale or  
capacity of the exporter or importer having regard to their regular business activities



21

Case Study 2: Lee Clothing 

Case Study Basic Facts

▪ Bank’s client is Lee Clothing Company

▪ Letter of Credit requested and issued in respect of a 

shipment from India

▪ Number of subsequent amendments requested to the Letter 

of Credit

Case Study Focus

‘Red flags’ regarding trade finance
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Case Study 2: Lee Clothing 

Case Study Questions:

1. Is there anything unusual or suspicious about the original request for a Letter of Credit?

2. What do you make of the client’s subsequent request to increase the sum guaranteed by the 
Letter of Credit?

3. What is your reaction to the client’s multiple requests to change the beneficiary of the Letter 
of Credit?

4. The final beneficiaries of the Letter of Credit (Sheehan & Sheehan) could not produce 
documentation relating to the original shipment against which the Letter of Credit was 
originally raised.  What’s your reaction to this?
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Case Study 2: Lee Clothing

‘Red Flags’ Regarding Trade Finance

▪ Transactions involving the use of repeatedly amended or frequently extended Letter of Credit 
without reasonable justification

▪ Transactions that include changes to the beneficiary or location of payment without any 
apparent reason

▪ Client’s inability to produce appropriate documentation (invoice or other document) to support a 
requested financial transaction.
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Thank you
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Disclaimer

This material has been prepared by one or more members of SC Group, where “SC Group” refers to Standard Chartered Bank and each of its holding companies, 
subsidiaries, related corporations, affiliates, representative and branch offices in any jurisdiction, and their respective directors, officers, employees and/or any 
persons connected with them.  Standard Chartered Bank is authorised by the United Kingdom’s Prudential Regulation Authority and regulated by the United 
Kingdom’s Financial Conduct Authority and Prudential Regulation Authority. 

This material is not research material and does not represent the views of the Standard Chartered research department. This material has been produced for 
reference and is not independent research or a research recommendation and should therefore not be relied upon as such. It is not directed at Retail Clients in the 
European Economic Area as defined by Directive 2004/39/EC.  It has not been prepared in accordance with legal requirements designed to promote the 
independence of investment research and is not subject to any prohibition on dealing ahead of the dissemination of investment research.

This material is for information and discussion purposes only and does not constitute an invitation, recommendation or offer to subscribe for or purchase any of the 
products or services mentioned or to enter into any transaction. The information herein is not intended to be used as a general guide to investing and does not 
constitute investment advice or as a source of any specific investment recommendations as it has not been prepared with regard to the specific investment objectives, 
financial situation or particular needs of any particular person.

Information contained herein is subject to change at any time without notice, and has been obtained from sources believed to be reliable. Some of the information 
herein may have been obtained from public sources and while SC Group believes such information to be reliable, SC Group has not independently verified the 
information. Any opinions or views of third parties expressed in this material are those of the third parties identified, and not of SC Group.  While all reasonable care 
has been taken in preparing this material, SC Group makes no representation or warranty as to its accuracy or completeness, and no responsibility or liability is 
accepted for any errors of fact, omission or for any opinion expressed herein. The members of SC Group may not have the necessary licenses to provide services or 
offer products in all countries, and/or such provision of services or offer of products may be subject to the regulatory requirements of each jurisdiction, and you should 
check with your relationship manager or usual contact. Any comments on investment, accounting, legal, regulatory or tax matters contained in this material should not 
be relied on or used as a basis to ascertain the various results or implications arising from the matters contained herein, and you are advised to exercise your own 
independent judgment (with the advice of your investment, accounting, legal, regulatory, tax and other professional advisers as necessary) with respect to the risks 
and consequences of any matter contained herein. SC Group expressly disclaims any liability and responsibility whether arising in tort or contract or otherwise for any 
damage or losses you may suffer from your use of or reliance of the information contained herein.

This material is not independent of the trading strategies or positions of the members of SC Group. It is possible, and you should assume, that members of SC Group 
may have material interests in one or more of the financial instruments mentioned herein. If specific companies are mentioned in this material, members of SC Group 
may at times seek to do business with the companies covered in this material; hold a position in, or have economic exposure to, such companies; and/or invest in the 
financial products issued by these companies. Further, members of SC Group may be involved in activities such as dealing in, holding, acting as market makers or 
performing financial or advisory services in relation to any of the products referred to in this material. Accordingly, SC Group may have conflicts of interest that may 
affect the objectivity of this material.

You may wish to refer to the incorporation details of Standard Chartered PLC, Standard Chartered Bank and their subsidiaries at http://www.sc.com/en/incorporation-
details.html. 

This material is not for distribution to any person to which, or any jurisdiction in which, its distribution would be prohibited.

© 2019 Standard Chartered Bank. All rights reserved. All copyrights subsisting and arising out of these materials belong to Standard Chartered Bank and may not be 
reproduced, distributed, amended, modified, adapted, transmitted in any form, or translated in any way without the prior written consent of Standard Chartered Bank. 

http://www.sc.com/en/incorporation-details.html

