See Through the Scam
| Checklist

Use this to protect yourself and

those around you. =3
=3

When something feels suspicious

Report suspicious activity

Do not send using official contact
money or share details
personal details
&
o
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X Reset your password if you
think your account may have
Stop engaging with been accessed by
the messages someone else

A quick "Verify" to stay protected

Validate the sender through an official or verified channel.

Examine requests for urgent payments or sensitive information
and never share your passwords or OTPs with anyone.

Review links carefully and be cautious with unknown QR codes.
ldentify pressure tactics that rush you to act quickly.

Fact-check claims that sound unusual, urgent, or too good to be true.

Y : Your instincts matter — if something feels off, pause before saying yes.
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If you get scammed, get help quickly
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@ ForStandard Chartered accounts, report it
immediately via the official helpline on the
Cyber Security & Fraud Safety Hub

@ Forother bank accounts, contact your
bank through its official helpline

@ Visit the hub for more guidance on
staying informed and protected



https://www.sc.com/en/cyber-security-and-fraud-safety/
https://www.sc.com/en/cyber-security-and-fraud-safety/

Spot it. Solve it.

(1-minute check)

Can you spot the scam-related words
from the hints below?

1 A one-time code that scammers often try to steal
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A feeling scammers create to rush your decisions
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Scam messages used to steal your information
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: Clicking unknown ones can compromise your data

5 What you should do before any urgent financial action
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Your scam spot-check score

Scam Savvy I Scam Aware I Getting There

Building Your Safety Refresh Start with
Scam Radar Needed VERIFY

If you find this quiz helpful, encourage your family and friends to take it.

*Answers provided at the end of this document.

Make this checklist work for you

Save it on your phone
For quick access

Share it with family
or friends

Refer to it if you feel
pressured to make a decision

Revisit it when you come
across unfamiliar messages
or links

Answers: OTP | Urgency | Phishing | Links | Verify



