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Introduction
a I

1. A Third Party refers to a legal entity, whether external or internal, that has entered a business
relationship or contract with Standard Chartered or its subsidiaries to deliver goods, product or

services. This definition also encompasses significant sub-contractors involved in the arrangement.

2. A Third Party is required to complete certain risk assessments (depending on the arrangement) prior
to contracting and commencement of the arrangement.

3. These risk assessments are conducted to ensure the controls in place are effectively managing the
main risks that could impact the business relationship.

4. The key change for Third Party is that risk assessments will be now conducted via an online portal.
However, most of the risk assessment questionnaires will remain similar / unchanged.

5. For Third Party Risk Management (TPRM) arrangements, Third Party is required to complete risk
assessments in the OneTPRM Vendor Portal.
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List of Risk Assessments Applicable for Third Party

“ Name of Risk Assessment Arrangement Applicability

1 Climate Risk Vendor

2 Financial Due Diligence Vendor & Non-Vendor
3 PAQ (Pre Assessment Questionnaire) Vendor & Non-Vendor
4 PCIQ (Payment Card Industry Questionnaire) Vendor & Non-Vendor
5 Resilience Third Party Vendor & Non-Vendor
6 Subcontractors Vendor & Non-Vendor
/ TPDPA (Third Party Data Privacy Assessment) Vendor & Non-Vendor
3 TPDPA C2C (Third Party Data Privacy Assessment C2C)  Vendor & Non-Vendor
9 Third Party Security Risk Vendor & Non-Vendor
10 TPSR Controls (Third Party Security Risk Controls) Vendor & Non-Vendor

*Note: The table provides a comprehensive list of Risk Assessments that may apply to a third party. However, please be aware that each third party will only need to perform the assessments relevant to their specific arrangement.
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How to complete a Risk Assessment

Third Party (TP) logs into the OneTPRM Vendor Portal via emails provided

4 N

Login to Vendor Portal

TP will receive 2 emails from

notify@processunity.com to login

to the OneTPRM Vendor Portal

1. Email #1 will provide TP with
their username and link to the
vendor portal

2. Email #2 will provide TP with the
temporary password

3. TPisrequired to change
password and login again to the
vendor portal

ProcessUnity Alert: For Action: KLASS 1 FINANCE to complete Subcontractors for R-0085 a
. .
ProcessUnity Notifier <notify@processunity.com> @ 3 Reply ) Reply Al | 7 Forvard i
To @ Sharaffudin, Abdul Alimmohd Fii 11/14/2025 11:18 AM

https://apc01.safelinks protection.outlook.comi?url=https %3A%2F%2F urldefense.com%2Fv3%2F__https%3A%2F %2Femea-portal. processunity.net%2F standardchartered-test%2FDefault. aspx%3Flanguage%
3D0__%3B!'ASp95G8T7aa5DoyK5mB3II5AdITQOWVQART 1FzVgOmiLoH-RqeBtO-b86iBHsDZFhTvehZY xiTy88ey5uvB-61STT5XH1ASdIusTaPOfiJrSuP_fO4_uls%248&data=05%7C02%7 Cabdulalimbinmohd.sharaf-
fudin%40sc.com%7C631f6e3434074bef0f6808de232c7acl%7Cb44900f1 2defdc3bYect 02046048198 %7 C0%7 CO% T CHIBIBEET 1128858929% 7 CUnknown %7 CTWFpbGZsb3d8eyJFbXB0eU 1hcGkiOnRyd-
WUsIIYIOIwLjAuMDAwWMCIsIIAIOI XaW4zMils kF Oljoi TWFpbClslidUljoyfQ% 3D %3D%7C0%7C%7C%7 Casdata=h%2F oYsWpuOcWeYeaAmpLIWSRIAa3QwxaK % 2BLo%2BqcCD%2Bj0% 3D&reserved=0

Your username is: AbdulAlimBinMohd.Sharaffudin@sc.com
Your password will follow in a separate email.

You will be required to change your password upon logging in for the first time.

Note: This is an automated email message.

Please do not reply to this email.

Many thanks,
OneTPRM Service Delivery team

\_ %

ProcessUnity Alert: For Action: KLASS 1 FINANCE to complete Subcontractors for R-0085 a

To @ Sharaffudin, Abdul Alimmohd Fri 11/14/2025 11:18 AM

K
@ ProcessUnity Notifier <notify@processunity.com> [© ‘ 3 Reply ‘ © Reply Al ‘ 7 Forvard ] B

Hi Alim Alim,
Your password is: 2m?A/6Fgq}
Note: This is an automated email message.

Please do not reply to this email.

Many thanks,
OneTPRM Service Delivery team

@ slandard
chartered

/

Vendor Portal

Username

Password

Forgot Password Change Password

Processunity B
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How to complete a Risk Assessment

Third Party (TP) completes risk assessment —_—————— |

B, Desegate Queston A

b Remove Delegate
E PORTAL © AllAssessments
Home = SrPrint & Export ‘CiRosetReport & Colapse Al (D rooar naean [IIEETEE " Shally Kumawat

All Assessments. primary | Comment Attach File(s
PREPOP Contact A o . - )

/ Complete Risk Assessments \ o : |

5
TP selects All Assessments to view the S ? =
@
(6]

TPSR Controis

status of all risk assessments
1. Tocomplete arisk assessment, TP 2
can select any of the risk assessment e B | 2D
Under |n ProgreSS/ |n FO”OW‘Up 04.In Fotlow-Up. ey oy g e 02a. Minor/Lo ISRRAcknow\edgemcl;
2. TPthen can start answering the I

03.In Review

PAD

C. Completed
02.25 | certify that | have the authority, on behalf of the company to provide the necessary facts and information in this questionnair|
questionnq]re T s ©  subcomacior A Al true and accurate in all material aspects. *
[ ~
3. Todel i h s O mem s =
. o delegate a question to another Fu oty

[ Add Comment @ Attach File(s)

Third Party Contact (colleague), TP
. & pint - Sove m
can se I ec t De | eg qa te QUeStIO nan d 02.26 | acknowledge that information provided within this self-assessment questionnaire can be a subject to SCB assessment. In ca

seeking evidences at any point of time during the serviceability of contract, | oblige to share the relevant evidences within 10 days of
01. General Details

~
choose the Third Party Contact from v
th e d ro _d OWn | iS t* 01.03 Does the Third Party perform any Independent Assessment (e.g.SSAE16/SOC2, ISAE 340§/SOC2, PCI DSS, Cloud Securit P Add Comment & nuach Files)

p Special Publication 800-53)7 If Yes, please attach the latest Independent Assessment Report. *

Once completed, TP can click Submit e v
TP can then click OK to send the Pt gl a

Answered by Alim Alim 11/25/2025 2:58:19 PM.
questionnaire for review**

o1

Confirm X

01.05 Who owned the API? *

« Bank Owned API ~
* . . .
The other Third Party Contact will receive an O rdscomment @ A e Are you sure you want to submit the questionnaire response for
ema/ynot/ﬁcat/on to Comlo/ete t/’)e de/egated Answered by Alim Alim 11/25/2025 2:58:19 PM. review?

question(s)

**TP can only submit once all delegated :
\quest/'ons have been completed by the / Cancl “ |

delegated person(s) ]
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How to Create a New Third Party Contact

.. Third Party (TP) creates a new Third Party contact person to assist with completing risk assessments

PORTAL Q Contacts at your Organization
Home - S Print & Export 3 ResetReport 2 Collapse All - (® To0ay 0s:21 v [EURECRLI
—
| ASsessments .
.. View More

Contacts at your Drganizaﬂon

Issues g

Primary

[ v|o
Create New Third Party Contact

ORG A~ ~ LastName ~ First Name Full Name State Email Address Individual Username

1. Inthe Vendor Po I’tCi|, TP selects MSMNANC:W i i A sciNe Ao Sharaiungeccon  AbtUAIGNMohSharsHudn@ecoon Yes A2 MTIZ0ZS
Contacts at your Organization s s st s o e QR oo

2. Tp then SeleCtS Crecte NeW Contoct et Sty Sty Hemav: Actie  Shally.Kumawat@sc.com snaillKumawai@se.com 1772025

3. TP will need to fill in the following:
1. First Name
2. Last Name Create a New Contact 2 X

3. Email Address
4. TP clicks OK

Create a New Contact e

Key Dates

Primary Date Created Last Login Date

Please populate the contact information f... View More

First Name (Populate) *

Note: Lot Name Gt
- Activation of new Third Party Contact steme e
will be completed by Standard o s

Chartered’s OneTPRM Service Delivery i
team

« TP is advised to inform the Contract
Owner for activation support

S
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How to Complete an Issue Raised by Risk Approver

.. Third Party (TP) completes Issues raised by the bank’s risk approvers

&

Complete Issues

-~

(W here applicable) TP will receive an

email notification informing that risk

approvers have raised an issue (from a

risk assessment) that needs to be

addressed by TP

1. In the Vendor Portal, TP selects Issues

2. TP then choose the relevantissue from
the Open section

3. TP then selects Provide Remedial
Response

4. TP can fill in the necessary information

5. Then click OK

6. To attach evidence, TP can select
Attachments

7. Then TP can click Add Link to upload
files or attach links

8. Once evidence is attached, TP can
click Done

9. To submit the response, TP can select

Submit for review
&O. Then TP clicks OK to confirm

PORTAL © Issues

S Print & Export A Collapse All (O ToDAY 11:36 AM

Please review the following issues, provide a remediation response, and Sy

Home =

All Assessments

CONTaCTS 2T your Organizanor

sueStatus #~  Third Party Name  Date Created Issue Short deseription/Title/]
Issues

2. Open

~

KL

KLASS | FINANCE 25(11/2025 PCIQ Issue
C. Closed

KLASS 1 FINANCE 18/11/2025 Description of Issue

KLASS 1 FINANCE 20/11/2025 Issue 1

Details Attachments

| |
Submit for review I I Provide Remediation Response |

Please navigate to 'Attachments' tab located at the top of the form to attach evidence.

Attach Evidence e

v lssue Record

/

Status
02. Open
Provide Remediation Response OJOX
. e

PCIGL
Issue

Detafls  Attachments

Attached Files

File Name/Description

@ PCIQ Issues attachment.docx

Attached Links

nk/Description

&

Drop an image / file here, or Select a File

Last Upload Date

1/25/2025 11:40

Last Modified

Confirm

Are you sure you want to submit this record for review?

Candp
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Frequently Asked Questions

#

Question

What is the OneTPRM vendor portal?

Who is responsible to complete the risk assessments in the
OneTPRM vendor portal?

How will the Third Party contact person be informed of the risk
assessments to complete?

What if the Third Party cannot complete the risk assessments in
the vendor portal (due to company policy, etc.).?

Can the Third Party contact person delegate the whole
questionnaire / selected questions to a colleague?

Are all risk assessments assigned to a Third Party mandatory to
complete?

Who will review the risk assessments completed by Third Party?

Who should the Third Party refer to if they have any questions
regarding the OneTPRM vendor portal/ risk assessments?

Answer

The OneTPRM vendor portal is an online platform for Standard Chartered’s
Third Party counterparts to complete risk assessments sent by the bank and its
subsidiaries. Third Party may log into the vendor portal here.

The contact person of the Third Party (for the arrangement) is responsible to
complete the risk assessments where required.

An email will be sent to the Third Party contact person’s registered email
address (with the Bank). For the first login, the email will contain a user id and
password for Third Party to access the vendor portal.

If the Third Party is unable to use the vendor portal, please reach out to your
counterpart in Bank (Contract Owner) to assess other options.

Yes, as long as the colleague is in the Contacts at your organisation list (in the
vendor portal), Third Party may use the Delegate Question feature to assigned
the risk assessments questionnaire. If the colleague is not in the list, please refer
to slide #7 on how to register a new Third Party contact.

Yes, please complete all risk assessments assigned. Only when all risk
assessments are approved can the arrangement progress to the next stage.

Risk assessments will be reviewed/approved by the Risk Approver assigned to
the arrangement. Third Party can view the status of each risk assessments in Al
Assessments.

For any queries, Third Party is advised to contact the Contract Owner of the
arrangement.

S

18 December 2025
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