
 

 

Standard Chartered Private Bank Instant Messaging Terms and Conditions  

1. These Standard Chartered Private Bank Instant Messaging terms and conditions (“Terms”) 

govern your access to and use of the instant messaging (e.g. WhatsApp, WeChat etc.) 

(“Application”) communication channel with Standard Chartered Bank (the “Bank”, “we”, “us” 

or “our”) (“IM Channel”).  

 

2. In these Terms, references to “Standard Chartered Bank”, the “Bank”, “we” or “us” mean the 

relevant entity of the Standard Chartered Group that provides you with relationship centre 

services. Specifically, this refers to the following entities: (a) Standard Chartered Bank (Hong 

Kong) Limited; (b) Standard Chartered Bank (Singapore) Limited; (c) Standard Chartered 

Bank, United Kingdom; and (d) Standard Chartered Bank, Dubai International Financial 

Centre Branch. 

 

3. To sign up to the IM Channel, you will receive an invitation from your Private Banker on the 

registered mobile number we hold for you in our records. You will then be asked to connect 

with our official instant messaging account on the relevant Application (“Bank IM Account”) 

by following the instructions provided by your Private Banker.  

 

4. By following the instructions provided by your Private Banker, registration and/or your 

continued use of the IM Channel, you consent and agree to be bound by these Terms, as 

supplemented by and read in conjunction with the terms currently applicable to your banking 

relationship with us, including the following: 

a. Relationship Centre Terms and Conditions of the jurisdiction in which your 

relationship centre is located and issued by us from time to time; 

b. Privacy Statement and/or Privacy Notice; and 

c. Any other terms and/or documents forming part of our banking agreement 

(“collectively the “Other Bank Agreements”). 

5. The Relationship Centre Terms and Conditions and the Privacy Statement and/or Privacy 

Notice are available at . 

You acknowledge that the Other Bank Agreements remain in full force and effect and continue 

to apply to the operation of your account(s), and our provision of relationship and banking 

services to you. 

 

6. In the event of any conflict or inconsistency between these Terms and the Other Bank 

Agreements, these Terms will apply in relation to any matter concerning the IM Channel. 

 

Use of the IM Channel 

7. In accessing the IM Channel, you will at all times communicate with us only through the Bank 

IM Account as notified to you by us from time to time. 

 

8. You acknowledge that you will need to connect to the Bank IM Account on the Application and 

perform the necessary procedures to register, verify, activate and link your account(s) to 

enable you to use and access the IM Channel. 

 



 

 

9. Once you have successfully linked your account with the Bank IM Account, we are entitled to 

assume that we are interacting with you through the Application. We are not liable in the event 

of any fraud and/or impersonation incidents through the IM Channel. 

 

10. You acknowledge and accept the risks of communicating with us by electronic means. These 

include but are not limited to:  

a. the risk of any communication being intercepted or given by an unauthorised 

person; 

b. the risk that we may not actually receive the communications, or that they are 

delayed or incomplete when received; 

c. the risk that any information sent by electronic means cannot be guaranteed to be 

secure or free from tampering, viruses or other forms of malware; 

d. the risk that any information sent by electronic means may be lost or corrupted 

during transmission or may be delayed;  

e. the risk that such information may be viewed, received, accessed or disclosed by 

or to third parties other than the intended recipient(s); and 

f. the risk that any information sent by electronic means may be inaccurate, 

incomplete, unintelligible and/or unintended.  

To the extent permitted under applicable law, you agree to bear all such risks and 

agree to indemnify us for any loss incurred as a result of us (or you) acting on or failing 

to act on such communications unless the loss is directly caused by our gross 

negligence, wilful default or fraud. You further agree and acknowledge that we will not 

be liable for the security and confidentiality of information outside of our internal 

systems.  

11. You acknowledge and consent to the recording of all communications made between you and 

us through the IM Channel (including any documents shared, annotated and exchanged). We 

will keep records of such communications in line with applicable legal and regulatory 

obligations and our internal policies. We may use the recorded communications in any dispute 

as admissible evidence, and you agree not to challenge their validity, admissibility, 

enforceability, reliability, accuracy or authenticity on the basis that they are in electronic form. 

You agree that the recorded communications remain our property.  

 

12. You can stop using the IM Channel at any time by unlinking from the Bank IM Account. We 

also have the right to suspend and terminate the IM Channel or your access to the IM Channel 

at our sole and absolute discretion and at any time without prior notice to you.  

 

13. By using the IM Channel, you are deemed to have authorised us to send communications and 

documents, including for marketing purposes, to you via the Application. You should consult 

your own independent legal, tax, investment and other appropriate advisors and conduct an 

independent analysis before entering into any transaction or making any decision in relation 

to your accounts with us.  

 

14. By uploading, submitting, posting or transmitting any data, material or information (“your 

content”) via the IM Channel (including any documents shared, annotated and exchanged), 

you agree that we may use, copy and/or process your content in any media, technology, or 



 

 

form at our discretion. We reserve the right (but in no way an obligation) to remove, pre-

screen, review, flag, filter, modify or refuse any of your content at our sole discretion. 

 

15. You acknowledge and agree that the type of communication, instruction or information 

(including any document) permitted to be transmitted via the IM Channel will be determined 

by us in our sole and absolute discretion, and which will be advised to you by your Private 

Banker and, if necessary, other advisors and specialists, and that you will only transmit such 

communications, instructions and information. 

 

16. Insofar as we allow you to transmit requests and/or instructions to us via the IM Channel, you 

acknowledge and agree the following: 

 

a. to the extent permitted under applicable law, the requests and instructions 

transmitted to and accepted by us through the IM Channel will be binding on you 

as if such requests or instructions were executed, agreed and accepted in hard 

copy and signed in wet ink. Instructions and requests submitted through the IM 

Channel are irrevocably and unconditionally binding and are made at your sole risk 

and responsibility; 

b. any such instruction or request will be subject to the relevant booking centre 

requirements and you will be bound by your booking centre terms and conditions. 

The IM Channel is a communication tool and while we will do our best to pass on 

your instructions to the relevant booking centre(s) within a reasonable period of 

time, processing times may vary. Having sent the communication, instruction or 

information does not mean that the same has been accepted or processed by your 

booking centre(s). You can check with your Private Banker on the status of your 

instruction through the IM Channel; 

c. any communication, instruction or information (including any document) 

transmitted via the IM Channel will not be processed in real time or 

contemporaneously, and subject to receipt by us, we will use reasonable efforts to 

process these and/or pass these on to the relevant booking centre(s) as soon as 

we can; 

d. there may be a delay in the processing and/or passing on of instructions (including 

time sensitive instructions), and we will not be held responsible or liable for any 

loss or damage you may incur in connection with the same including where your 

instructions may be executed at prices different from those applying at the time 

they were given; 

e. we are entitled to act upon or pass on your instructions given via the IM Channel 

(including any instructions we reasonably believe to have been given by you) and 

you cannot assume that we will warn you if your instructions are ill-timed or 

inadvisable for any reason or if the instructions are likely to cause you loss; 

f. for time sensitive instructions, you understand that you should continue to use your 

usual communication channels (other than the IM Channel) for the purposes of 

submitting these instructions. By using the IM Channel, you acknowledge that 

there is no assurance that your instructions (including time sensitive instructions) 

will be received, accepted and/or processed by us at all, or at any price or time; 

g. you agree to check that any communication, instruction or information (including 

any document) transmitted via the IM Channel has been correctly acknowledged 



 

 

by us and/or passed on to your booking centre(s). If you are uncertain as to 

whether your instructions or any other notice has been received by us and/or 

passed on to your booking centre(s), you will make all reasonable attempts to 

verify whether the instruction or notice has been received, approved or effected by 

your booking centre before taking any further action. You also represent and 

warrant that you will issue specific cancellation or amendment instructions with 

respect to an existing instruction and not attempt to effect such changes by placing 

a second or duplicate instruction, or by recalling or deleting your communication 

or instruction. If we are instructed to pass on your instructions to your booking 

centre(s) to stop a transaction, we will attempt to do so. However, we are not liable 

for any loss you incur if we cannot do so; 

h. instructions will only be accepted and processed by us if all requisite information 

and documentation, as notified by us from time to time, has been provided by you. 

We reserve the right to pass on any instructions or requests to the relevant booking 

centre(s) only after we have verified them. You are responsible for ensuring the 

accuracy and completeness of instructions given by you; 

i. you will not delete, recall or alter in any way your instructions transmitted to us 

through the IM Channel. 

 

 

17. You agree to bear all the risks of transmitting instructions to us via the IM Channel as set out 

in clause 16 above and you agree to indemnify us for any loss or cost we incur from acting 

upon the instructions or communications you send via the IM Channel. You will not be 

required to indemnify us for such loss if the loss is directly caused by our gross negligence, 

wilful default or fraud. 

 

18. You acknowledge that our provision of the IM Channel relies on the Applications which are 

provided on an “as is” and “as available” basis through independent third-parties (e.g. Meta, 

Tencent etc.) (“3rd Party Service Providers”) that are unaffiliated with us, and we do not have 

any control over them. We do not make any express or implied representation, guarantee, 

warranty or agreement of any kind in relation to the Application or any of its contents (including 

its security, reliability or functionality) or that the Application is or will remain free of viruses 

and/or will be accessible at all times.  

 

19. You also acknowledge that your use of the Application remains subject to all applicable terms 

and policies of the 3rd Party Service Providers, and any agreement in this regard will be made 

solely between you and the 3rd Party Service Providers. It remains your responsibility to 

comply with all such terms and policies (as amended from time to time). 

 

20. You acknowledge that the IM Channel does not guarantee that you will have access to your 

Private Banker at all times. If you are unable to reach your Private Banker, you may leave 

offline messages via the IM Channel and your Private Banker will respond to you as soon as 

possible within business hours.  

 

21. You further accept and acknowledge that any communications with us may not be encrypted, 

and we will not be responsible or liable to you for any possible release, loss or interception of 

such information due to circumstances beyond our reasonable control.  



 

 

 

Your responsibilities 

22. You are responsible for the security of your electronic equipment, mobile device, security 

code, and the confidentiality of your information. You must inform us as soon as possible of 

any changes in your mobile number and/or contact information, and/or if you lose your 

electronic equipment or mobile device or if you are aware of anyone using it without your 

permission. You acknowledge that anyone with whom you share your electronic equipment, 

devices, login credentials may be able to see your information and all messages that you have 

exchanged with us via the Application including your conversation history.   

 

23. You must take all reasonably practicable measures to ensure that any electronic equipment 

from which you access the IM Channel is free of and adequately protected against any 

computer virus or other malicious software. We will not be responsible for any loss or damage 

suffered by you as a result of computer viruses, Trojan horses, worms, software bombs, 

malware or similar processes arising from your use of the IM Channel on affected electronic 

equipment.  

 

24. You may not access or use the IM Channel on any electronic equipment or mobile device that 

you know or have reason to believe has had its security or integrity compromised (including, 

but not limited to, where the device has been “jail broken” or “rooted”). You will be solely liable 

for any losses incurred as a result of your access or use of the IM Channel on a compromised 

electronic equipment.  

 

25. You are also responsible for downloading the latest version of the Application, checking for 

any updates from time to time and supporting the software, hardware and/or operating 

systems required for the continued access to and use of the IM Channel. 

 

26. You agree that you will be responsible for compliance with applicable laws and regulations 

(including any geographical location restrictions on the use of the Application(s) and/or IM 

Channel) and that you will not use the IM Channel for any improper purpose (including any 

form of data harvesting or data mining). You agree that you will respect all rights, title and 

interest (including all intellectual property rights) in the IM Channel and any information and 

documents available via the IM Channel and will not commercially exploit these in any manner 

whatsoever contrary to the intent and spirit of these terms. We will not be responsible for any 

improper or unauthorised use of the IM Channel by you or any other person. You indemnify 

us from all losses which we may incur in connection with your improper use of the IM Channel.  

 

27. You are responsible for all third party charges associated with your use of the IM Channel.  

 

28. You may only use the IM Channel for your own personal needs. 

 

General 

29. To the fullest extent permitted by applicable law, you agree that we (including our parent, 

affiliates and subsidiaries) will not be held liable for any claim, liability, cost, damage, loss or 

expense of any kind howsoever arising, whether direct, indirect, consequential, special, 



 

 

punitive, exemplary or economic, from or in connection with your access or use of the IM 

Channel, the availability or non-availability of the IM Channel, your access or use of the 

Application, any fault, system down-time, delays or functionality error of the Application, failure 

in or loss of access to the Application, any refusal to accept or process your instruction(s) 

submitted via the IM Channel, any transmission of information between you and us via the 

Application, any act or omission of 3rd Party Service Providers or any other third parties, or 

due to factors beyond our reasonable control.  

 

30. You agree to indemnify us against any and all claims, actions, demands, loss, damages and 

liabilities arising from, and any costs, charges and expenses arising directly or indirectly out 

of or incurred in connection with your improper use of the IM Channel, any incorrect or 

misleading representation or warranty given by you, us acting on an instruction by you or 

purporting to be by you through the IM Channel, or any failure by you to comply with these 

Terms. 

 

31. The Hong Kong Contracts (Rights of Third Parties) Ordinance (Cap. 623) and the Singapore 

Contracts (Rights of Third Parties) Act 2001 (and equivalent laws in relevant jurisdictions) do 

not apply to these Terms. 

 

32. These Terms do not create or confer any rights or benefit enforceable by any person not a 

party to it except:  

• each of Standard Chartered PLC and any of its subsidiaries and affiliates (including 

each branch or representative office) may enforce any rights or benefits, or any 

indemnity, limitation or exclusion of liability, in these Terms; and 

• a person who is a permitted successor or assignee of the rights or benefits of these 

Terms may enforce those rights or benefits.  

No other party will have any automatic right to enforce these Terms. No consent from the 

persons referred to in this clause is required for us to vary or rescind these Terms (whether 

or not in a way that varies or extinguishes rights or benefits in favour of those third parties).  

 

33. These Terms are governed by the laws of the jurisdiction of your relationship centre as set 

out in the relevant relationship centre terms and conditions, i.e. the place where your Private 

Banker is based (being Hong Kong, United Kingdom, Dubai International Financial Centre or 

Singapore), and you irrevocably agree that the courts of that place have exclusive jurisdiction 

for any proceedings you commence. We may take enforcement action and initiate 

proceedings in the courts of any other jurisdiction where you may have assets. To the extent 

allowed by applicable law, we may take proceedings in any number of jurisdictions at the 

same time.   

 

34. We may amend these Terms from time to time in our sole and absolute discretion in 

accordance with applicable law. We do not need to give you advance notice where any 

variation of these Terms is required to comply with any legal, regulatory or other requirement, 

or to restore or maintain the security of our systems or accounts. By continuing to use the IM 

Channel following any new amendment, you will be deemed to have accepted the amended 

Terms. If you find any amendments to be unacceptable, you may stop using the IM Channel 

in accordance with clause 12 above. 


