Terms and Conditions for the use of ‘SC
Biometrics Login’ service in SC Mobile
Banking application

. These terms and conditions ('Terms’) apply
to and regulate your use of the SC
Biometrics Login service provided by
Standard Chartered Bank Vietnam Limited
(‘the Bank or 'we' or 'SC'). By undergoing
the registration process to use the SC
Biometrics Login service, or using the SC
Biometrics Login service, you accept and
agree to these Terms. If you do not accept
these Terms, please stop accessing or
using the SC Biometrics Login service.
These Terms must be referred to in
conjunction with the full Mobile Banking
Terms and Conditions in
https://www.sc.com/global/av/vn-
mobilebanking-tnc-nov-2016.pdf

. Terminology:

2.1SC Biometrics Login service refers to:
(i) Touch ID in iOS devices; & (ii) Face
ID iPhone X; & (iii) “Finger print” in
Android devices

2.2Permitted mobile device means Apple
iPhone 5s or higher / Samsung Galaxy
S6 / Samsung Galaxy S6 Edge Plus /
Samsung Galaxy Note 5 or higher and
such other electronic equipment that we
may enable for use with the SC

Standard
Chartered

DPiéu Khoan va Diéu Kién cho viéc sr dung
dich vu ‘SC Biometrics Login’ trén trng dung
SC Mobile banking

1. Cac diéu khodn va diéu kién (‘Cac Diéu
Khodn’) nay ap dung va diéu chinh viéc st
dung dich vu SC Biometrics Login dwgc cung
cép béi Ngan hang trach nhiém hu han moét
thanh vién Standard Chartered (Viét Nam)
('Ngan Hang' hoac 'Chung tbéi' hoac 'SC").
Bang viéc dang ky sir dung hodc st dung
dich vu dang nhap SC Biometrics Login, Quy
Khach da chap nhan va déng y voi Cac biéu
Khoan nay. Néu Quy Khach khéng déng y
véi Cac Diéu Khoan nay, xin vui long ngung
dang nhap hoac ngwng st&r dung dich vu SC
Biometrics Login. Cac Diéu Khodn nay phai
dwoc tham chiéu cung lic véi toan bd cac
Diéu khoan & Piéu kién Mobile Banking tai
https://www.sc.com/global/av/vn-
mobilebanking-tnc-nov-2016.pdf

2. Thuét ngl:

2.1Dich vu SC Biometrics Login dé cap dén:
(i) Touch ID trén céac thiét bj iOS; va
(i) Face ID trén iPhone X; va
(iii) Finger Print trén cac thiét bi Android

2.2Thiét bi di déng dwoc phép bao gdm
Apple Iphone 5s hoac m&i hon /
Samsung Galaxy S6 / Samsung Galaxy
S6 Edge Plus / Samsung Galaxy Note 5
hodc mé&i hon va cac thiét bi dién tlr khac
ma ching tdi c6 thé cho phép s dung
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Biometrics Login service from time to
time and includes the operating system
or software that the device operates on.
Please contact us for the current list of
such electronic equipment.

3. The SC Biometrics Login service is a

service where you may use your fingerprint
or Face registered on a permitted mobile
device in lieu of your SC Online/Mobile
Banking username and password as a
security code to confirm your identity to
access the Bank's Mobile Banking
services.

. The SC Biometrics Login service is
provided as part of the Bank’s electronic
banking services, and accordingly:

4.1 These Terms are in addition to and shall
be read in conjunction with the General
Terms and Conditions (‘General T&C’)
and any other documents forming part
of our banking agreement (and any
reference to the terms and conditions
of the General T&C shall include
reference to these Terms); the General
T&C is accessed at
https://www.sc.com/global/av/vn-
standard-tc-en.pdf

4.2Defined terms used in this Terms,
unless otherwise defined herein, shall
have the meaning as given to them in
the General T&C; and

4.3In the event of any conflict or
inconsistency, these Terms shall prevail

dich vu SC Biometrics Login tai tirng thoi
diém va bao gdbm hé diéu hanh hoac phan
mém ma thiét bj dang van hanh trén do.
Vui 1ong lién hé véi ching téi dé biét danh
sach cac thiét bi dién tt hién tai.

3. Dich vu SC Biometrics Login la dich vu ma

Quy Khach c6 thé st dung diu van tay hoéc
khudn mat cda minh da dwoc dang ky trén
mot thiét bj di ddng dwoc phép thay cho tén
dang nhap va mat khau dung dé dang nhap
dich vu Ngan Hang Truwc Tuyén/Mobile
Banking cia SC nhw la mét phwong thic
bdo mat d& xac nhan danh tinh khi dang
nhap dich vu Mobile Banking.

. Dich vu SC Biometrics Login |a mét phan cda

dich vu ngan hang dién t&* do Ngan Hang

cung cép, va theo do:

4.1 Céac biéu Khoan duwoc bd sung vao va sé
duwoc doc cung véi Cac biéu Khoan biéu
Kién Chung (‘PKDK Chung’) va bét ky cac
tai liéu nao khac tao thanh thoéa thuan
gitra Ngan Hang va Quy Khéach (va bét ky
tham chiéu ndo dén cac diéu khoan va
diéu kién cta DPKDPK Chung ciing sé bao
gdm cac tham chiéu dén Céac Diéu Khoan
nay); cac DKDK Chung c6 thé tim doc tai
https://www.sc.com/global/av/vnstandard-
tc-vn.pdf

4.2 Céc thuat ngir viét hoa dung trong Cac
DPiéu Khoan nay, triv trwudng hop duoc
dinh nghia khac di & day, sé c6 cung y
nghia nhv dwoc quy dinh tai cac DKBK
Chung; va

4.3 Trong trwdng hop c6 mau thudn hoac
khéng théng nhét, Cac Diéu Khoan nay
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over the General T&C and to the extent
of such conflict or inconsistency.

5. You acknowledge and agree that in order
to use the SC Biometrics Login service:
5.1You must be a valid user of our Mobile
Banking services;

5.2You must install our mobile app using a
permitted mobile device;

5.3You will need to activate the fingerprint
or face recognition function on your
permitted mobile device and register
your face or at least one of your
fingerprints to control access to the
permitted mobile device;

5.4You will be required to undergo a
registration process using your SC
Online/Mobile Banking username and
password to choose to use the face or
fingerprints you store on your permitted
mobile device for accessing our Mobile
Banking services; upon the successful
registration process, the face or
fingerprints stored on your permitted
mobile device will be a security code;

5.5You must ensure that only your face or
fingerprints are stored on your permitted
mobile device to access the device and
you understand that upon the
successful registration of your permitted
mobile device, any face or fingerprint
that is stored on your permitted mobile
device can be used to access Mobile
Banking including access to your
accounts;

5.6You must ensure the security of the

sé wu tién ap dung so v&i BKBK Chung
va chi trong pham vi ciia mau thuan hoac
khong théng nhéat dé.

5. Quy Khéach thra nhan va déng y rang dé st

dung dich vu SC Biometrics Login:

5.1Quy Khach phai la nguwéi st dung dich vu
Mobile Banking hop 1€;

5.2Quy Khach phai cai dat &ng dung cua
ching tdi bang thiét bj di déng duwoc
phep;

5.3Quy Khéach can phai kich hoat chirc ndng
nhan dang van tay hoac khuén mat trén
thiét bi di ddong dwoc phép cha Quy
Khach va dang ky khuén mat clta Quy
Khach hoac it nhat mét trong sé dau van
tay clla Quy Khach dé kiém soat quyén
truy cap vao thiét bj di ddng dwoc phép:

5.4Quy Khéch sé& dwoc yéu cau hoan tat qua
trinh dang ky bang céach s dung tén
dang nhap va mat khau truy cap dich vu
Ngan Hang Trwc Tuyén / Mobile Banking
cta SC dé chon s dung khuén mat hay
diu van tay ma Quy Khach lwu tri trén
thiét bi di ddong dwoc phép cha Quy
Khach dé truy cap céac dich vu Mobile
Banking; khi dang ky thanh céng, khubn
mat hodc dau van tay duoc lwu tri trén
thiét bi di ddong dwoc phép cha Quy
Khach sé tré thanh ma bao mat;

5.5Quy Khach phai ddm bao rang chi co
khudn méat hodc diu van tay cua Quy
Khach dwoc lwu trir trén thiét bi di dong
dwoc phép cia Quy Khach truy cap vao
thiét bi va Quy Khach hiéu rang khi dang
ky thanh céng thiét bj di ddng dwoc phép,
bat ky khuén mat hodc diu van tay nao



security codes as well as the password

or code that you can use to register

your face or fingerprints on the
permitted mobile device.

* You should not use face
authentication module if you have an
identical twin sibling, in which case
you are recommended instead to use
the Standard Chartered online/mobile
banking user ID and password to log
on to the mobile banking service;

* You should not wuse face

authentication module if you are an

adolescence while your facial features
may be undergoing a rapid stage of
development, in which case you are
recommended to instead use the

Standard Chartered online/mobile

banking user ID and password to log

on to the mobile banking service;

You should not take any action to

disable any function provided by,

and/or agreeing to any settings of,
your mobile device that would
otherwise compromise the security of
the use of your logon credentials for
authentication purposes (e.g. disabling
“attention-aware” for face recognition);

duwoc lwu triv trén thiét bi di dong dwoc

phép cla Quy Khach déu cé thé duwoc sir

dung dé truy cap vao Mobile Banking bao

gdm ca viéc truy cap vao tai khoadn cua

Quy Khach; va

5.6 Quy Khach phai dam bao an toan cac ma

bao mat ciing nhw mat khau hodc mat ma

ma Quy Khéach c6 thé st dung dé dang ky

khudn mat hoac dau van tay trén thiét bj

di déng dwoc cho phép

* Quy Khach khéng nén s dung chuic
nang xac thwc bang khuén méat néu co
anh chi em song sinh. Trong trvd'ng hop
nay, Quy Khach nén dang nhap vao
Ngan Hang Truwc Tuyén/ Mobile Banking
bang tén dang nhap va mat khau

* Quy Khach khéng nén s dung chuic
nang xac thwc bang khuén mét néu Quy
Khach dang trong d6 tudi thanh thiéu
nién vi cac dwd'ng nét trén khuén mat co
th& dang trong giai doan phéat trién
nhanh choéng, trong trwdng hop nay Quy
Khach nén dang nhap vao Ngan Hang
Trwc Tuyén/Mobile banking bang tén
dang nhap va mat khau

* Quy khach khéng nén thuc hién béat ky
hanh déng nao dé vo hiéu héa bét ky
chirc ndng nao dwoc cung cap bdi va /
hodc déng y v&i bat ky cai dat nao cla
thiét bj di déng cta Quy Khéch, néu
khéng sé& lam tén hai dén tinh bao mat
clua viéc sir dung cac théng tin dang
nhap cua Quy Khach cho cac muc dich
xac thwc (vi du nhw vé hiéu hda "Tinh
ndng nhan biét sy chl y” cho nhan dang
khuén mat;



6.

10.

You may still choose to access the mobile
app using your SC Online/Mobile Banking
username and password.

Each time the mobile app detects the use
of face or a fingerprint registered on a
permitted mobile device on which you have
registered for SC Biometrics Login to
access our Mobile Banking services or
authorise transactions, you are deemed to
have accessed the Mobile Banking
services and/or instructed us to perform
such transactions as the case may be.

You acknowledge that the authentication is
performed by the mobile app by interfacing
with the face or fingerprint authentication
module on the permitted mobile device and
that you agree to the authentication
process.

You can deactivate the SC Biometrics
Login service at any time using the left
navigation menu of the mobile app once
you are signed in.

If you inform us that the security of your
face or fingerprints or other security code
has been compromised, we may require
you to change the security code, re-register
your face or fingerprints or cease the use of
the SC Biometrics Login service.

6. Quy Khach van cé thé chon dé truy cap tng

dung di déng bang tén dang nhap va mat
khdu Ngan Hang Truc Tuyén / Mobile
Banking cta SC.

. M&i lan Mobile banking app phat hién viéc st

dung khudn mat hoac dau van tay dwoc dang
ky trén thiét bi di dong dwoc phép ma Quy
Khach da dang ky cho dich vu SC Biometrics
Login dé& truy cap vao céac dich vu Mobile
Banking cua ching téi hoac thwc hién céac
giao dich, Quy Khach sé dwgc xem nhw da
truy cap dich vu Mobile Banking va/hoac da
chi thi cho ching t6i thwc hién cac giao dich
do tuy trng trvdng hop.

. Quy Khéach thra nhan rang viéc xac thuc

duwgc thwc hién béi Mobile banking app
thong qua két ndi véi cdu phan xac thuc
khudn mat hodc cam trng van tay trén thiét bj
di déng dwoc phép va Quy Khach déng y voi
qué trinh x&c thyc nay.

. Quy Khéach c6 thé vd hiéu héa dich vu SC

Biometrics Login b4t ky lac nao bang cach st
dung diéu hwéng trinh don bén trai cua
Mobile Banking app méi khi Quy Khach da
dang nhap vao dich vu.

10.Néu Quy Khach théng bao véi ching téi rang

sw an toan cta khudn mat hodc cac dau van
tay hoac ma bao mat khac cia Quy Khach da
bi xam nhap, ching t6i c6 quyén yéu ciu
Quy Khéach dang ky lai khuén mat hoac dau
van tay, thay déi ma bao mat, hodc ngung st
dung dich vu SC Biometrics Login.



11.You acknowledge and agree that, for the
purposes of the SC Biometrics Login
service, the mobile app will be accessing
the face or fingerprint registered in your
permitted mobile device, and you hereby
consent to the Bank accessing and using
such information for the provision of the SC
Biometrics Login service

12.You understand the need to protect your
permitted mobile device and shall be
responsible for all use of your permitted
mobile device (whether authorised by you
or otherwise) to access the SC Biometrics

Login service. In addition to and without

subtracting the disclaimers and exclusions

of liability in the General T&C:

12.1 You understand that the face or
fingerprint authentication module of
the permitted mobile device is not
provided by the Bank, and we make
no representation or warranty as to
the security of the face or fingerprint
authentication  function of any
permitted mobile device and whether
it works in the way that the
manufacturer of the device
represents.

12.2 We do not represent or warrant that
the SC Biometrics Login service will
be accessible at all times, or function
with any electronic equipment,
software, infrastructure or other
electronic banking services that we
may offer from time to time.

12.3 Unless a law prohibits us from

11.Quy Khach thra nhan va déng y rang, cho

muc dich cua dich vu SC Biometrics Login,
Mobile banking app sé truy cap khudn mat
hodc van tay dwoc dang ky trong thiét bj di
dong duwogc phép, va Quy Khach theo day
ddng y cho phép Ngan Hang tiép can va st
dung théng tin vé khudn mat hodc dau van
tay dé& cung cap dich vu SC Biometrics Login.

12.Quy Khéch hiéu vé sy can thiét phai bao vé

thiét bi di dong dwoc phép ctia Quy Khach va

sé chju trach nhiém vé tit ca cac viéc sw

dung thiét bj di dong dwoc phép cta Quy

Khach (cho du dwoc Quy Khach Gy quyén

hay khéng) dé truy cap dich vu SC Biometrics

Login. Thém vao do6, va khoéng lam giam di

cac tuyén bd mién trach va cac diéu khoan

loai trir trach nhiém dwoc quy dinh tai DKDBK

Chunag:

12.1 Quy Khéach hiéu rdng ciu phan nhan
dang khuén mat hodc van tay cta thiét
bi di déng dwoc phép khéng phai do
Ngan Hang cung cap va chdng toi
khéng dwa ra béat ky cam doan hodc
bdo ddm nao vé tinh bdo mat cla
chirc nang xac thwc khuén mat hoac
van tay cGa béat ky thiét bi di déng
dwoc phép nao va liéu né cé hoat
dong theo cAch ma nha san xuét cla
thiét bi cam doan hay khéng.

12.2 Chung téi khéng cam doan hoac dam
bao réng dich vu SC Biometrics Login
sé lubn ludn c6 thé truy cap duoc,
hodc co6 thé két hop v&i bat ky thiét bi
dién tr, phan mém, co s& ha tang
hoac cac dich vu ngan hang dién tk



excluding or limiting our liability, we
are not liable for any loss you incur in
connection with the use or attempted
use of the SC Biometrics Login
service, or your instructions, or any
unauthorised transactions through or
in connection with the SC Biometrics
Login service.

12.4 You shall indemnify us from all loss
and damage which we may incur in
connection with any improper use of
the SC Biometrics Login service

13.By enabling the SC Biometrics Login on the
App, you understand the need to protect
your permitted mobile device and shall be
responsible for all use of your device
(whether authorised by you or otherwise) to
access Mobile Banking services. Once your
permitted mobile device is successfully
registered with the SC Biometrics Login
service, your account balance can be
accessed with the Face ID/ Touch Login /
finger print recognition software registered
in your permitted mobile device. If persons
other than yourself have their face or
fingerprints registered as part of the Face
ID/ Touch Login / finger recognition
software of your permitted mobile device,
such persons will be able to access your
account balance as well.

khac ma chang téi c6 thé cung cép tai
tirng thoi diém.

12.3 Trwr khi luat phap nghiém cdm ching
toi loai trir hoac gidi han trach nhiém
phap ly cua ching téi, chung téi khdong
chiu trdch nhiém cho bat ky tén that
nao xay ra lién quan dén viéc st dung
hodc cb6 gang st dung dich vu SC
Biometrics Login, hoac lién quan dén
céac chi thj cia Quy Khach, ho&c bat ky
giao dich trai phép nao thong qua hoac
lién quan dén dich vu SC Biometrics
Login.

12.4 Quy Khach phai bdi thuwérng cho ching
t6i cho moi mat mat va thiét hai ma
chang tdi cé thé phai ganh chiu tir viéc
Quy Khach s dung dich vu SC
Biometrics Login khéng dung dan.

13.Bang céch kich hoat dich vu SC Biometrics

Login trén ng dung, Quy Khach hiéu dwoc
sw can thiét phai bao vé thiét bj di dong dwoc
phép cla Quy Khach va sé chiju trach nhiém
vé viéc st dung thiét bi ciia Quy Khéach (cho
du dwoc Quy Khach cho phép hay khéng) dé
truy cap céac dich vu Mobile Banking. Khi thiét
bi di dong dwoc phép cia Quy Khach dang
ky thanh céng véi dich vu SC Biometrics
Login, s6 dw tai khoan ctia Quy Khach c6 thé
dwoc truy cap bang phan mém Face ID/
Touch Login / Fingerprint da dang ky trong
thiét bi di déng dwoc phép cta Quy Khach.
Néu nhirng nguwdi khac khong phai 1a Quy
Khéach c6 dau van tay dwoc dang ky nhw 13
mot phan cia phan mém Face ID/ Touch
Login / Fingerprint cla thiét bi di dong di
dong dwoc phép cua Quy Khach, nhirng



14

15.

.Any failure or delay by us in exercising or
enforcing any right we have under these
Terms does not operate as a waiver of and
does not prejudice or affect our right
subsequently to act strictly in accordance
with our rights.

In the event we are unable to observe or
perform any of these Terms due to or
caused by events beyond our control or
events which we cannot reasonably be
expected to prevent or avoid, we shall be
excused from performing these Terms for
the duration of the disabling event. We
shall not be liable for any delay, loss,
damage or inconvenience caused or arising
from or in connection with the disabling
events. Examples of such events include
but are not limited to equipment, system or
transmission link malfunction or failure, fire,
flood, explosion, acts of elements, acts of
God, acts of terrorism, wars, accidents,
epidemics, strikes, lockouts, power
blackouts or failures, labour disputes or
acts, demands or requirements of
governments.

Effective from/ Hiéu Iwc tir ngay 01/01/2018

ngudi d6 cling sé cé thé truy cap sé dw tai
khoan cua Quy Khach.

14.BAt ky sy khéng thwc hién hoac tri hoan thyc

hién hoac thi hanh bat ky quyén nao cla
ching t6i theo Cac Piéu Khoan nay sé khong
tao thanh sy mién trir va khéng tén hai ho&c
anh hwdng dén quyén cda chang tdi hanh
ddng ding theo cac quyén cua ching toi.

15.Trong trwéng hop ching tdi khéng thé nhan

biét hoac thwc hién bat ky diéu khodn nao
trong Cac Diéu Khoan do hodc gay ra bdi
cac sw kién nam ngoai sw kiém soat cua
chung téi hoac cac sy kién ma chang toi
khéng thé lwong trudc duwgc dé ngdn can
hoac tranh khoi, ching t6i sé khéng phai thuwc
hién Cac Diéu Khoan nay trong khoang thoi
gian xay ra cac sw kién bat kha khang nay.
Chung t6i sé khéng chiu trach nhiém vé bét
ky sw cham tré, mat mat, thiét hai hodc sw
bat tién gay ra hodc phét sinh t hodc lién
quan dén céac sy kién bat kha khang. Vi du
vé cac sy kién nay goém co, nhwng khéng
gi¢i han, sy héng héc hoac 16i vé thiét bj, hé
théng hodc lién két truyén dan, hda hoan, Ii
lut, chay nd, thién tai, cac hanh déng khing
bd, chién tranh, tai nan, dich bénh, dinh
coéng, déng clra noi lam viéc, ngudn dién bj
cat hodc hw héng, tranh chap lao ddng hoac
cac hanh déng, yéu cau hoac doi hdi cua
chinh phu.



