
 

PUBLIC 

Are you sharing with cyber criminals? 

 

  

Don’t be a victim of cyber crime! 

Protect yourself on social media 

Social media enables you to do many things, from staying in touch with family 

and friends, to shopping, voting and streaming content. However, you should 

be careful about what you share online. Learn how you can stay safe on social 

media with these tips. 

Security risks on social media 

Cyber criminals often use social networks to gather your personal information. 

This helps them craft convincing phishing texts or emails, designed to steal 

your identity or takeover your social and banking accounts. 
 

 

    



 

PUBLIC 

 

  Practice safe social networking 
 

  

 

 

 

Be mindful of what you are sharing online as some of this information can be 

used to steal your identity. This includes your date of birth, address or phone 

number. 

  

 

 

Beware of cyber criminals who use a fake identity to start a relationship with 

you, this is known as catfishing. Their aim is to scam you of your money 

once they have earned your trust. Tell-tale signs include a reluctance to 

meet up in person or a lack of friends on their social networking account. 

  

 

 

Keep potential fraud and spam out of your regular email inbox by creating a 

separate email account for social networking purposes. Never click on 

hyperlinks or download attachments in unsolicited emails. 

  

 

 

Further protect your account by using a unique password for each of your 

social networking profiles. Ensure it doesn’t match the password used for 

your Standard Chartered bank account. 

  

 

 

Keep your social networking accounts private and restrict them to friends 

and family only. This makes it harder for cyber criminals to monitor your 

online activities on these platforms. 
 

 

We are happy to help you 

 

  

Please reach out to our customer service hotline at 

02-724-1553 immediately if you suspect any 

unauthorised access or transactions have been 

made to your account. We will stop all transactions 

to protect your account and you may be required to 

make a police report. 
 

  

 

   



 

PUBLIC 

Together, we can STOP cyber crime. 

 

For more information on social media security, please 

visit https://www.sc.com/global/security-tips/ 
 

 

 

   

 
Here for good 

 

 

 

 

  

Please do not reply to this e-mail. 

  

You are advised not to send any confidential and/or important information to the Bank via e-mail, as the Bank 

makes no representations or warranties as to the security or accuracy of any information transmitted. The Bank 

shall not be responsible for any loss or damage suffered by you arising from your decision to use e-mail to 

communicate with the Bank. It is essential that prior to taking into consideration any information on this site, or 

responding to or sending any information or materials to us in response to this mailer, you have read and 

understood this Important Legal Notice. 
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